	Daily News of Los Angeles (CA)

POST-9-11 SECURITY FUNDS OFTEN MISSPENT

September 5, 2004 
Tag: 0409070057


Section: News 
Edition: Valley 

rop 
Page: N1 
Source:    Michele R. Marcucci, Sean Holstege, Ian Hoffman and Troy 
Anderson 
Staff Writers 
Memo: Missing the TARGET
A flawed plan to protect the homeland
This is part one of a four-part series - MONDAY: The risk at high-priority targets.

Illustration: 5 photos

Shaken by the Sept. 11, 2001, terrorist attacks, Congress heaped billions of dollars on America's police and rescuers for a new mission: Protect the nation, one chunk of turf at a time. 

There was no time to ask how - states and cities knew best, lawmakers reasoned, and another attack might be imminent. The money soon flowed to police, firefighters, emergency workers, health departments and coroners for everything from more bomb dogs on patrol to more video cameras watching bridges and subways. 


	Three years later, California's public safety agencies are certainly better equipped - but not necessarily for terrorism, a newspaper investigation found after reviewing more than 2,500 homeland security documents and conducting dozens of interviews. 

The examples of how the money was spent in ways that don't help in the War on Terror are numerous. 

An agriculture commissioner in the central part of the state got intelligence-gathering software to file his monthly pesticide reports. Desert Hot Springs police ordered night-vision goggles to watch gangs. Kern County hired an earthquake expert. Shopping centers in Nevada County got heart defibrillators. 

San Francisco and Oakland used homeland security funding to pay overtime to police anti-war protests even as the National Guard struggled to recoup 10 percent of its costs to patrol the Golden Gate Bridge and other top terror targets. 

Law enforcement officials in Los Angeles County have ordered two customized security boats - costing $200,000 and $750,000 each - even though the U.S. Coast Guard already patrols the waters off the coast. 

Police agencies in the county have also bought or ordered nearly $3 million in surveillance equipment - night vision goggles, high altitude cameras and vehicle tracking devices - which LAPD officials say will be used both for spying on potential terrorists and in regular criminal investigations. 

Dozens of law enforcement and fire agencies in the county have bought or put in orders for nearly 60 top-of-the-line mobile command posts, hazardous material response vehicles and other counterterrorism vehicles costing up to $500,000 each. 

'All kinds of doodads' 

Los Angeles Police Department terrorism chief John Miller said homeland security officials are concerned about small police and fire agencies with few or no terrorist targets wasting funds on ``shiny equipment with flashing lights and all kinds of doodads.'' 

``They see that the next town over bought a whiz-bang command post vehicle and they want one too,'' Miller said. ``So, what you are finding in the smaller communities is that there is a duplication of effort where in all likelihood they may never use that equipment or vehicle. 

``But we're not a little-fish town. We're a big-fish town. And we've gone to a great deal of trouble to spread the strategic use of these vehicles and equipment throughout the city and county to make sure we don't all buy the same stuff twice.'' 

The documents, mostly obtained under the California Public Records Act, show that hundreds of millions of dollars have been doled out in California with little regard to risk or threat assessments. 

Since the federal funds finally began to trickle down to local officials last spring, public safety agencies in the county have qualified for $223 million in homeland security, bioterrorism and related grants. 

But officials have been slow to spend the money, delayed by lengthy procurement and purchasing regulations. Of $72 million in Los Angeles County homeland security grants, officials have spent only $6.2 million. 

In much of the state, local officials have spent more time deciding what to buy than training how to deal with a terrorist attack. 

And they let bureaucratic inertia and turf politics get in the way of addressing critical matters, such as whether their communications systems are compatible - a key factor in the deaths of hundreds of New York firefighters on Sept. 11, 2001. 

Left alone, local officials saw threats to the homeland all around - from al-Qaida, certainly, but also forest fires, drug dealers, political unrest and their own budget troubles. 

Desires became needs 

For some, desires became needs, and guarding the homeland turned into a shopping spree guided by sales catalogs and diverse notions of terrorism from county courthouses to town halls. 

``When the (International Association of Police Chiefs) comes to L.A. in November, I think it's going to be the biggest counterterrorism Tupperware party in history,'' Miller said. 

The newspapers' investigation found that although people and terrorist targets are bunched together, the money is strewed across California. 

Although state officials complained that Congress' homeland security formula shortchanged large states such as California, they adopted a nearly identical approach here, basing the funding on factors unrelated to risk or threat. 

Tiny Alpine County - with no identified terror targets - got 27 times more per capita as Los Angeles County, which has 180 state-identified targets, including three in the top 10 and 22 in the top 50. 

Overall, the state's top 10 targets lie in five counties - yet almost half of California's allotment through last fiscal year, $128 million, went to other parts of the state, including almost $8 million to counties with no targets at all. 

Much of the money set aside to pay police overtime for guarding critical sites went to guarding assets not envisioned by federal grant-givers, including elementary schools and policing anti-war protests. 

Federal officials listed basic kinds of equipment for states and locals to purchase, but the Bush administration only recently has begun detailing what the equipment should do. 

``It's a grim picture,'' said Dr. Irwin Redlener, director of the National Center for Disaster Preparedness at Columbia University Mailman School of Public Health. 

The center released a national survey last week that found confidence in the federal government's ability to protect Americans has fallen to a crisis level - dropping to 53 percent from 62 percent last year. 

``This is a major problem which we still need to face in the country. It's been three years now and we should have been much farther along than we currently are.'' 

Department of Homeland Security Director Tom Ridge has not been given enough authority or funding to properly protect the nation and there is no national plan with clear performance measures to guide local jurisdictions, Redlener said. 

He said important advances have been made in airport security and the early detection of chemical or biological attacks. 

``But if you want to cross the border with a small nuclear device, it's still a piece of cake with our borders with Mexico and Canada, or coming in by sea,'' he said. 

The Department of Homeland Security told cash-strapped local governments to buy equipment first and get reimbursed later. 

Swamped with orders 

In the meantime, vendors were swamped by nationwide and priority military orders for the same gear while prices rose and waits lengthened. 

In isolation, many cities and counties have bought incompatible radio equipment that could hinder deployment of rescuers in a major emergency. 

In the county, authorities have spent $6 million for temporary equipment that allows - on a limited basis - various public safety agencies to talk to one another in a disaster. 

The LAPD is in the process of purchasing three interoperable radio platform vehicles for the Los Angeles Harbor, downtown and San Fernando Valley areas. 

But some emergency crews have not received training on how to use the equipment they are buying. 

In the city of San Fernando, police said they have purchased protective suits and gas masks for use in a biological or chemical attack, but have not received training on how to properly put them on. 

``They are sealed,'' Lt. Michael Harvey said. ``We haven't conducted the training with them yet. Once you open them up, you can't use them again.'' 

Police Chief Anthony P. Alba said he doesn't have enough officers or funds to pay them overtime to fill in while others receive training. 

Los Angeles County Sheriff Lee Baca said personnel in his department have been trained how to put the thousands of protective suits on, but he's received little funding for the training exercises that would teach them the ``appropriate tactical response'' in an attack. 

``What I'm talking about is what are we going to do when there is an explosion or exposure to some biological agent,'' Baca said. ``How are we going to get in there and minimize the danger to ourselves? That takes time to get people out of the patrol car and into the classroom.'' 

Congress labeled homeland security funds for terrorism preparedness. The billions of dollars were largely for handling the aftermath of exploding airliners, massive truck and train bombs, or attacks with chemical or biological weapons, such as anthrax or VX, or a radioactive ``dirty bomb.'' 

Intelligence reports said plans were afoot, and the money was needed to help victims - after the fact. 

But California counties, some fearful of placing too great an emphasis on terrorism alone, took an ``all-hazards'' approach to spending the money. 

They bought equipment that would help after a terrorist attack but was just as handy for what they knew well: floods, earthquakes and fires. They talked of saving lives by preventing emergencies from becoming disasters. 

Rep. Christopher Cox, R-Newport Beach, who chairs the House Select Committee on Homeland Security, says the money should be used for terrorism alone. 

His committee is pushing legislation to streamline the funding process and separate terrorism funds from those used for more traditional emergency response. 

``A first responder's job is far more than dealing with the next terrorist attack,'' Cox said. ``But a grant program for Homeland Security should not be all-hazards.'' 

Washington itself still is coming to grips with the terrorism threat the nation faces. More than 90 percent of terrorist attacks employ bullets, explosives and other conventional weapons. But Washington is still debating the last attack - suicide pilots - and responding to the aftermath of potential chemical, biological, radiological or nuclear attacks. 

Whether its priorities are on target or misguided, California is now better prepared for disasters, man-made and natural, thanks to the open valve of federal cash. 

Terrorism experts agree that the Los Angeles region is one of the most prepared metropolitan areas in the nation to both prevent and respond to a terrorist attack. The county's Terrorism Early Warning Group, a consortium of local, state and federal intelligence-gathering agencies, is viewed as a national model. 

Local emergency responders say they are talking across agency and jurisdictional lines more than ever. Police and rescuers in all major cities - a combined force of tens of thousands in the county alone - now have protective suits and gas masks or self-contained breathing gear. 

They are training to handle attacks with explosives and weapons of mass destruction. Bomb squads and hazardous-materials teams are better equipped than ever. There are more bomb dogs on patrol and more video cameras watching bridges, subways and other vulnerable facilities. 

Public health labs are getting sophisticated instruments to identify germs and dangerous chemicals. Los Angeles County officials are constructing a state-of-the-art bioterrorism lab. Rescuers now have heat-sensitive cameras and listening devices for finding survivors, and hydraulic machines to lift away wreckage. 

But while grateful for the money for equipment, training and planning, emergency response officials said they have gotten little cash - and in many cases watched it dry up - for the thing that would provide the best security: More people. 

Even as the county gets tens of millions of dollars for homeland security, Baca has lost more than 1,000 personnel to attrition in the last few years and scores of the hospital emergency rooms necessary to treat those injured in an attack have closed. Statewide, the number of acute care hospitals has dropped from 525 in 1993 to 413 last year. 

Federal spending for homeland security is expected to climb over the next five years to $27 billion. But the Council on Foreign Relations' task force on homeland security estimates first responders will need nearly four times as much - $98.4 billion. 

But they may not get it, task force co-chairman Warren B. Rudman said, if Congress finds state and local officials spending the money for needs other than terrorism. 

``It's a scandal waiting to happen,'' said Rudman, a former Republican New Hampshire senator. He predicts congressional investigations in which, ``witness after witness will be paraded up there to talk about misuses of these funds. I'm not saying it will, but that could cause funds to be cut back.'' 

Michele R. Marcucci, Sean Holstege and Ian Hoffman are reporters for The Oakland Tribune; Troy Anderson is a reporter for the Daily News. 

Troy Anderson, (213) 974-8985
troy.anderson(at)dailynews.com 
Caption: Photo:
(1 -- color) LAX police Officer Dan Keehne follows Chanuk to an explosives-laden suitcase during anti-terrorism training exercises Friday.
(2 -- color) After finding explosives during a weekly training drill, LAPD K9 Rikki waits patiently for his partner, Officer Anthony Boyen.
John Lazar/Staff Photographer
(3 -- color) This air purifying respirator is an example of safety equipment purchased by the LAPD with federal homeland security funds.
Andy Holzman/Staff Photographer
(4 -- color) John Miller, who heads the Los Angeles Police Department's anti-terrorism department, says the agency takes special care not to buy redundant emergency equipment and vehicles.
(5) Los Angeles County Sheriff Lee Baca says he's received little funding for the training exercises that would teach his officers the ``appropriate tactical response'' to an attack.
Evan Yee/Staff Photographer
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WASHINGTON - Security at the ports of Los Angeles and Long Beach has improved since the Sept. 11, 2001, attacks, mostly due to relatively low-cost measures like fixing fences, putting up K-rails and repairing locks. 

But experts warn that when it comes to inspecting cargo containers and protecting miles of exposed shoreline, the avenues seen as most vulnerable to a terrorist strike, California's ports are only ``scratching the surface.'' 


	``If we think about what are some of the most vulnerable targets, some with the potential for catastrophic attacks, the ports rank at the top of my list that keeps me awake at night,'' said Amy Zegart, a terrorism expert and assistant professor at the University of California, Los Angeles School of Public Affairs. 

``I think the U.S. Coast Guard has done a tremendous job with the little money they have. But they shouldn't have to be working as hard as they are with as little money. I think it's criminal how little the ports have gotten.'' 

The Port of Los Angeles has spent less than a tenth of the funding it has received from the Department of Homeland Security. When asked to name the port's most significant security accomplishment since 9-11, officials cited the creation of a five-year plan. 

The Port of Long Beach has spent more of its federal homeland security money, buying radio equipment, a port-wide surveillance system, guardrails and lighting. But some of the purchases also have left the agency open to criticism, like spending nearly $40,000 for hazmat suits that officers still haven't been trained to use. 

Local security directors blame the federal government for shortchanging the nation's 361 seaports. Together the ports of Los Angeles and Long Beach estimate they need $500 million for protection. So far they have received a combined $27.6 million. 

Indeed, funding for ports pales in comparison to airport security funding despite the sense among many terrorism experts that seaports may be the next logical avenue for those intent on attacking the nation. 

A variety of local terrorist experts expressed concern about the potential of terrorists attempting to use ships to sneak suitcase-sized nuclear bombs missing from Russia or radiological ``dirty bombs'' into the United States. 

``To me, the most likely scenario is one where there is some conventional explosive that causes us to shut down the ports of Los Angeles and Long Beach, the nation's busiest,'' Zegart said. ``And the uncertainty of whether other such bombs exist in other containers would lead to a nationwide port shutdown. 

``The Brookings Institute estimates that if a weapon of mass destruction was detonated at the ports, the economic damage would be in the neighborhood of a trillion dollars to the global economy.'' 

For the 2005 budget, the Bush administration has proposed $1.9 billion for port security compared to about $5.3 billion on aviation security. 

``To some extent, we're fighting the last battle and not prepared for the next one,'' said P.J. Crowley, director for national defense and homeland security at the Center for American Progress, a Washington D.C.-based think tank. ``We're obviously still in the early stages of reforming the whole concept of port security after September 11. 

``We're only scratching the surface.'' 

Since 2002, the federal government has sent the Port of Los Angeles $13.6 million to buy police boats, a waterside surveillance system and to purchase barriers around the port's cruise center. 

So far the agency has spent $1.5 million of that funding to study the creation of what will be a $4 million facility, located between the Los Angeles and Long Beach ports, to inspect suspicious containers. Currently those containers must be shipped to an inspection facility in Carson. 

George Cummings, security director for the Port of Los Angeles, said the facility is behind in the big-ticket security measures because it did not get enough funding in the early rounds of grants. The first year that funding was doled out, the Port of Los Angeles was awarded $1.5 million while the Port of Long Beach received $4.3 million. 

Long Beach did better in the first two rounds of grants, leaving Los Angeles officials citing ``vision'' as their most important security achievement in three years. 

``We are just at the point where we see more clearly in developing our five-year plan. We have a clear vision of what we think a secure port is,'' Cummings said. ``We understand much more clearly what, in the new era, the threats and vulnerabilities are. Now we are ready to put down specifics and request funding.'' 

The port has asked for $11.5 million this year to buy computer-aided dispatch equipment, a command-and-control center, and a system to allow different radio dispatchers to communicate with one another. 

Long Beach has installed 52 cameras and surveillance equipment costing about $5.6 million and about $1.3 million worth of crash barriers, K- rails and other fences to protect the port administration building and non-terminal areas like bridges and overpasses 

``So people can't get in there and cause disruption,'' Port Security Director Bill Ellis said. 

The port also bought 60 hazmat suits for $39,000, good for one-time use in the event of a chemical or biological attack, but Ellis said port police would use them even in the event of a spill or other non-terrorist related incident. ``If you need them, put them on and we'll worry about the details later.'' 

Except that port police still don't know how to use the special suits because the city has not scheduled a training session. 

Dockworkers have complained that the four gamma-ray scanners and one X-ray machine used to inspect the approximately 3 million containers that flow through the Los Angeles/Long Beach ports annually are inadequate. 

In the best-case scenario, a recent study by the Council on Foreign Relations found that the radiation-detecting devices would have a one in four chance of discovering a nuclear device aboard a ship and most likely no chance of detecting a bomb packed tightly inside a heavy machinery container. 

But Vera Adams, U.S. Customs Service port director for the Los Angeles/Long Beach seaport, responded, ``The pieces of equipment we have are sufficient to do the volume we have now. It's enough to cover all of our workload.'' 

The gamma-ray scanners, which can detect the contents of a steel container or truck, are designed to inspect as many as eight containers per hour. 

Assuming all four of the ports' scanners work 24 hours a day, seven days a week, the port has the ability to inspect 280,320 containers each year. That comes to about a 10 percent inspection rate - higher than the current national average of about 6 percent but far below what experts say is necessary. 

``Why should we waste our resources merely to meet a percentage goal?'' she said. ``Why would we distract our personnel who are trying to find a needle in a haystack by targeting low-risk cargo?'' 

Added Customs spokesman Michael Fleming, ``It's not the total percent, it's the right percent.'' 

The ports in December are expecting to install about 88 radiation portal monitors at outgoing terminal gates. Every container that leaves the terminal will pass through one of the monitors, which will be able to detect whether there is an unusual level of radiation inside. 

Los Angeles Mayor James Hahn said he's taking steps to improve the percentage of shipping containers that are inspected and X-rayed, and is working with countries like China to develop procedures to ensure ships are not used by terrorists to smuggle bombs or other weapons of mass destruction into the United States. 

``We want to push our borders offshore,'' Hahn said. ``We're working with Hong Kong and China to develop protocols on developing locks, devices to indicate cargo has not been tampered with and GPS tracking devices. I think it's moving along very well. But I'm sure we're talking about international treaties. We want to develop a system that will work worldwide.'' 

Hahn also backs U.S. Coast Guard reservists and the Sea Marshal Program meeting ships before they come through the port breakwaters to ensure they are ``operated by the people who should operate them.'' 

``We need more technology to screen the containers, but we need to be aware of any threats long before the threats come into U.S. waters,'' Hahn said. ``It's going to take a lot more international cooperation. In the meantime, any ships that raise suspicions get extra scrutiny now.'' 

Retired Coast Guard Cmdr. Michael Kearney, who now heads a defense consulting firm in Philadelphia, said one major security failing that remains inadequately addressed is the miles of unprotected shoreline on both coasts. 

``We're still wide open,'' Kearney said. Currently, he said, ports are essentially unable to detect, say, a diver attaching a remote-controlled explosive device to a ship or to the bottom of the ocean near a port. 

``A big oil tanker makes a lot of smoke and fire when it blows up. You know those extremists want that. We still have thousands of miles of coastline and shoreline and estuaries and bays unprotected. That's a problem.'' 

Kearney, like other experts, said ports have made their greatest security strides so far by just doing the basics: Locking doors, fixing fences and repairing lights. 

``We can get from 0 to 80 percent just by doing the simple things,'' he said. But that crucial last 20 percent, he said, will take far longer. 

The Coast Guard has instituted new reporting requirements for ships entering U.S. harbors. Now, instead of notifying ports 24 hours in advance, ports must receive detailed information about a ship's crew, passengers and cargo at least 96 hours in advance. 

The Transportation Security Administration his issued IDs to everyone who has controlled access to secure areas at the ports. And, as of early August, about 89.5 percent of national and international ports have completed their security plans. 

``We're definitely doing better than we were before September 11, but we still have a long way to go,'' Kearney said. 

Added Cummings, ``We've done some things to reduce the threat, and we are continuing to do other things.'' 

Daily News Staff Writer Troy Anderson contributed to this report. 

Lisa Friedman, (202) 662-8731
lisa.friedman(at)langnews.com 
Caption: Photo:
Members of the U.S. Coast Guard demonstrate a tactical technique to board boats in the Port of Long Beach.
Stephen Carr/Staff Photographer
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Alpine County boasts two gas stations, one bar, 1,208 souls and not a single terrorist target. Tucked against the Nevada state line and cut off in winter by the snowed-in Carson Pass, it's California's least populous county. Yet, it has gotten $218.20 per person in anti-terror grants since the 9-11 attacks 

Los Angeles County teems with nearly 10 million people and is home to nearly a third of the state's potential terrorist targets. That includes California's top target, Los Angeles International Airport, site of a thwarted 1999 bomb plot, and various Hollywood landmarks, studios and theme parks. Yet, Los Angeles County has gotten only $8.14 per person. 


	So for every anti-terrorism dollar targetless Alpine County got per person, Los Angeles got 3 1/2 cents to prevent and respond to attacks on any of its 180 threatened sites, a newspaper analysis found. 

That's because the state replicated a widely criticized federal funding formula that steers millions to isolated rural areas and leaves target-rich communities high and dry. 

``I suppose you could argue that any place is a potential terrorist target,'' said John Miller, terrorism czar for the Los Angeles Police Department. 

``But when you look at Los Angeles, New York City, Chicago and Washington, D.C., we don't have to think so hard about how to spend this money. And as security increases in New York and Washington as the election nears, we become a more likely target.'' 

Across the state, law enforcement officials worry that the way homeland security money is being allocated leaves prime targets vulnerable. 

``Every dollar spent in Sierra County is one less dollar spent protecting the Golden Gate Bridge,'' said Sierra County Sheriff Lee Adams III, whose county got $79.52 per person, 10 times the state average. 

Political formula 

Congress set up the federal grant program to distribute 40 percent of the grant money equally among states, without regard to risk. Lawmakers used a formula that had proved politically salable for paving highways and favored rural states. 

Wyoming, with a 2000 population of 493,782, got $35.31 per person in 2003 alone, while California got just $4.68 to protect each of its 33.9 million residents, according to one report. 

``The biggest pot of money goes out without any thought to risk or threat. For a typical federal program, that would be sad. For a program dealing with (something) as important as homeland security, it's dangerous,'' said Tim Ransdell, who studied the funding formula for the Public Policy Institute of California. 

Amy Zegart, a terrorism expert and assistant professor at the University of California, Los Angeles, School of Public Affairs, said the ``crazy'' federal funding formula distributes an equal amount of money to each state regardless of population or vulnerability to terrorist attack. 

``If you look at the per capita spending from the federal government on homeland security items, California ranks near the bottom of the list in terms of the national distribution of dollars per capita,'' Zegart said. 

``Whereas, if you look at sparsely populated states like Wyoming and Alaska, they got the best in funding. It's pure pork barrel politics that is responsible for a funding scheme that could only be concocted in Washington. It doesn't take a rocket scientist to know that the funding formula doesn't make sense.'' 

Zegart said the reality is that some places rank far higher on Osama bin Laden's target list, but those places were not given funding priority. 

``And California is at the top of bin Laden's target list,'' she said. 

California complained loudly about the federal formula. But state officials used an almost identical method to dole money to the state's 58 counties. 

Each county got an equal portion of the grant off the top, and the remaining cash was divided up based on population, not risk. 

State officials earmarked $8.5 million for the 15 counties with no targets and $56 million for the 49 counties that don't have any of the top 50. 

Urban counties generally fared poorly. Ventura, San Bernardino and Orange counties got less than $5 per person in grant funds versus $79.52 per person in Sierra County and $32.16 in Modoc County. 

San Francisco, which received an additional grant for big cities, got $45.74 per person. But San Diego County only got $8.23 per person. 

Other Bay Area counties also got fewer dollars per target than many other California counties. 

While Los Angeles County got an average of $348,162 for each of its 180 targets, Riverside County got $947,120 for each of its 15 targets. Ventura County got $408,987 for each of its eight targets, San Bernardino County got $396,999 for each of its 20 targets and Orange County came in at the low end with $255,193 for each of its 52 targets. 

Local decisions 

``Congress has been discussing targeting the money for areas where terrorism is most likely, instead of spreading the money all over the country,'' Los Angeles County Sheriff Lee Baca said. ``They need to focus on places like Los Angeles, Chicago, New York City, San Diego, San Francisco and Miami, places if you were a terrorist you'd attack. 

``Los Angeles is certainly a highly discussed target. I'm sure there are other parts of the United States that have similar target zones, but we are the Western United State's No. 1 target. 

``I think the priority now should be a (two-part) funding system where perhaps half of all the federal money that is allocated for homeland security goes to the major target communities and the rest is divided among the minor target communities.'' 

State Office of Homeland Security Deputy Director Michael Levy defended the state's formula, saying locals, and not the state, would best decide how the money should be spent. 

``The money was to get to first responders, the people on the backs of trucks and in patrol cars. That was the intent and it's been pretty successful,'' said Levy, who runs the state's grant process. ``Our job as a state entity is to get as much money for California as possible. We don't want to put any restrictions on it.'' 

Pasadena Police Department Chief Bernard K. Melekian said he's happy with the help the federal government has given him to protect the Rose Bowl and Rose Parade. 

``What I think is important is not how they choose to divide the money up, but that they maximize local discretion in the spending, and emphasize regional partnerships as much as possible,'' Melekian said. ``If they do those two things, the rest of it will take care of itself.'' 

Californians also rely heavily on neighbors pitching in. Most cities can't sustain the extraordinary manpower and equipment needed for huge fires, earthquakes and other disasters, so they call for mutual aid. 

Targetless counties sent firefighters to Los Angeles County's giant wildfires last year and to the East Bay Hills fire that destroyed more than 3,000 Oakland and Berkeley homes in 1991. 

Alpine County has no paid firefighters and for the better part uses hand-me-down firetrucks and gear. It chases every federal grant. 

The Department of Homeland Security cash bought a heavy rescue truck and two Jaws of Life extrication tools, plus a dozen self-contained breathing systems and a refiller for their oxygen tanks - all needed for tourist car wrecks and burning mountain homes, or helping a nearby county. 

``I doubt the terrorists are going to drop a bomb on us,'' said Markleeville volunteer fire chief Wayne Thomson. ``But it could happen to our neighbors and have a tremendous impact on us and our ability to deliver services.'' 

Those arguments made sense in Sacramento, said former state homeland security chief George Vinson. 

``They were saying good things (like), 'Where did they find these al-Qaida cells? In places like eastern Oregon, with 50 sheriffs and 150 cows.' 

``I said, 'You're damned right.' Who am I to say no?'' Vinson said. 

``But it comes down a little to politics. How do you tell volunteer firefighters they don't get anything?'' 

But emergency officials in some urban counties questioned the state's reasoning. They said they are being shortchanged. 

``This is a new science and frankly a new politic,'' Miller said. ``Wherever there is a representative who has to sign off on a vote on where the money is spent, there is going to be an aspect of me-tooish: I want my piece of the pie, no matter how far-fetched or unlikely it is that terrorists are going to plot to attack Oshkosh.'' 

The greatest threat 

Los Angeles County Fire Department Deputy Chief Gil Herrera agreed that most of the money should be directed to the urban areas. 

``Where the threat is most likely, that is where the money should be spent,'' said Herrera. 

The county Fire Department has applied for $15 million in grants and has purchased about 3,000 protective suits, gas masks and radiation detection devices, and has ordered a Metropolitan Incident Response Vehicle to carry the equipment. It will be outfitted with equipment to detect bioterrorist microbes and poisonous chemicals and include decontamination apparatuses. 

Ed Broomfield, the grant administrator in the county's Office of Emergency Management, said even if all the agencies in the county spent the more than $223 million allocated to them it would still not be enough to protect targets in the county from terrorists. 

``Are we getting a lot of money?'' Broomfield asked rhetorically. ``Yes. But are we getting enough to take care of our needs? No. We have the biggest port in the country and the second-busiest airport. That by itself dictates a lot. 

``We have special events like the Rose Parade and Rose Bowl that everyone in the world has heard of. We have the Academy Awards, which many Arab leaders have listed as a decadent event. There is a lot of exposure and a lot of events in Los Angeles and it's going to take a tremendous amount of money to pay for it.'' 

In Congress, Rep. Chris Cox, R-Newport Beach, head of the House Select Committee on Homeland Security, has authored a bill to change the way the money is distributed. The bill, which has run through several House committees, would require the Department of Homeland Security to award grant dollars based on risk. 

Cox decried California's formula for awarding grants, saying it's unfair for small, rural counties like Alpine to be treated the same way as San Francisco or Los Angeles. 

``The answer is not to deprive Alpine County of the equipment and training need to protect the 1,200 Californians that live there, but to make sure it's part of a regional effort that shares responsibility,'' he said. 

Homeland Security Department spokeswoman Valerie Smith said her agency is shifting more money to urban areas. She said it has asked Congress for more money for its big-city grant program in an effort to better deal with the risks they face. 

``We are committed to getting the money to the areas that need it. We are certainly looking at ways to improve the distribution process,'' Smith said. 

Michele R. Marcucci and Sean Holstege are reporters for the Oakland Tribune. Troy Anderson is a reporter for the Daily News. 

Troy Anderson, (213) 974-8985
troy.anderson(at)dailynews.com 
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Memo: Missing the TARGET
A flawed plan to protect the homeland
This is the last article in a four-part series

When terrorists slammed American Airlines Flight 11 into the World Trade Center's North Tower, a fireball of jet fuel shot out of the lobby elevators' shaft, sending a commander of the Port Authority police diving for cover. 

Twelve minutes later, he radioed for evacuation of the entire World Trade Center. But his order never reached the towers' security or other emergency officials. 


	Fractured and overloaded communications kept commanders from knowing where rescuers were and what was happening - factors in why 421 rescuers died. 

``People watching on TV certainly had more knowledge of what was happening a hundred floors above us than we did in the lobby,'' New York Fire Department Assistant Chief Peter Hayden told the 9-11 commission. 

The events that day echoed what happened in the 1993 World Trade Center bombing, the 1995 Oklahoma City bombing and the 2002 D.C.-area sniper attacks: Incompatible or inadequate communications slowed emergency response and were a major factor in the loss of life. 

Three years later, most California counties and cities are still using different radios, different airwaves and different coded languages. 

In Los Angeles County, officials have spent $6 million to purchase equipment that gives some public safety agencies a limited ability to talk to one another in the event of a terrorist attack. 

Sheriff Lee Baca and many other elected officials hope voters will approve a one-half percent sales-tax increase measure in November that would raise enough money to allow the purchase of a state-of-the-art ``interoperability'' system needed to fully allow all first responders to talk to one another during a disaster. 

Different universes 

``The radios are not even built in the same universe,'' said John Miller, bureau chief of the Los Angeles Police Department's Critical Incident Management Bureau. ``We have high band, low band, UHF, digital and analog. This (interoperability system) could turn those different radio bands into a party line that speaks one language.'' 

The inability to talk to one another in a terrorist attack is one of many homeland security problems identified in a newspaper investigation of California's homeland security efforts since 9-11. 

The investigation found that a disproportionate share of the billions in federal homeland security grants have been sent to states with few or no terrorist targets. In California, rural cities and counties received exponentially more money per capita than the Los Angeles region and Bay Area, where the vast majority of terrorist targets are located. 

Thanks to the infusion of funds, California's public safety agencies are certainly better equipped, but not necessarily for terrorism. Numerous cities and counties have wasted funds on purchases unrelated to terrorism, and officials have spent more time buying the latest counterterrorism gadgets than training people in how to actually prevent or respond to a terrorist attack. 

Local officials said they are working to solve many of the problems, but are hamstrung by a lack of funds, manpower and resistance in Washington, D.C., and Sacramento. 

Los Angeles Mayor James Hahn said the entire Southern California region has received less federal homeland security money per capita than Wyoming. 

``It seems like it's politics as usual,'' Hahn said. ``We're in a war with terrorists. This is just not another federal program. We ought to be assigning resources where we think our critical infrastructure needs to be protected.'' 

Hahn said both he and Police Chief William Bratton have spoken to President George W. Bush, Department of Homeland Security Secretary Tom Ridge and members of Congress about the issue. 

``We get sympathy on the issue, but we've not seen the action that is required,'' Hahn said. ``Ridge has made several speeches that he agrees that homeland security funding ought to be going to the nation's big cities. 

``But what happens is when they go to the Hill, they go along to get along. And the powerful senators back there and committee chairs like the formula the way it is.'' 

Bratton planned to lobby for more homeland security funds for the city during a trip this week to Washington. 

``We've always expressed concern with the funding formulas,'' Bratton said. ``In areas that have a high concentration of terrorist targets such as Los Angeles County, the funding formulas really do not treat us in an appropriate way.'' 

Funds flow in chunks 

Bratton said that while the LAPD has received millions to improve its preparedness and response to terrorist attacks, the money has come in one- time chunks for purposes such as training and equipment, rather than ongoing streams to pay the salaries of officers working the counterterrorism beat. 

``One thing you don't get money for is personnel,'' Hahn said. ``That's the big thing I hear from most mayors: It's nice to have money to buy equipment, but you need someone to operate it. 

``So far, Congress has been resistant to provide money to hire new bodies. Until that changes, it will be a big burden for local governments across the country.'' 

Baca and other officials say the sales-tax measure, which would raise $560 million annually in the county, would allow law enforcement agencies to hire more than 5,000 officers and sheriff's deputies, vastly expanding the county's ability to prevent and respond to a terrorist attack. 

``The thing that is hanging out there is money for training,'' Baca said. ``We just don't have enough, even with the federal dollars coming down. A lot of officers need more training in the type of attacks that could occur and what would be the most appropriate tactical response.'' 

Amy Zegart, a terrorism expert and assistant professor at the University of California, Los Angeles, School of Public Affairs, said fixing the problems has a lot to do with having the ``courage to use common sense.'' 

``We will spend ourselves into bankruptcy if we continue the way we are going,'' Zegart said. ``We can never really seal ourselves off from terrorist attacks. The challenge for officials is to figure out how to get the most protection for every dollar we can. And that means setting priorities at the national, state and local levels.'' 

The federal government has spent 20 times more money on aviation security than on port security since 9-11, Zegart said. 

``Twenty times more, even though global shipping accounts for an enormous component of our global economy, even though 95 percent of foreign trade is moved by ship and only 5 percent of shipping containers entering our country are inspected,'' Zegart said. 

Dr. Irwin Redlener, director of the National Center for Disaster Preparedness at the Columbia University Mailman School of Public Health, said the ports need more radiological detectors that could pick up a portable nuclear bomb or ``dirty bomb'' materials. 

``There is a certain threshold above which it's not worth trying to sneak stuff in a cargo hold,'' Redlener said. ``We are currently below that threshold. If you can screen 10 percent of the containers coming in, that's enough deterrent to make it infeasible for a terrorist to smuggle a nuclear weapon. We are somewhere down around 5 percent. 

``The painful part of this is that to get from where we are now to the right threshold is not that expensive. It's in the billion-dollar range. It's a matter of choices.'' 

Nuclear threat 

Randy Parsons, special agent in charge of the FBI's Counterterrorism Unit in Los Angeles, said the FBI's Joint Terrorism Task Force operates at the ports and is working more closely than ever with port officials and the U.S. Coast Guard. 

``It's no secret that it would be a logical target because of the tremendous amount of cargo,'' Parsons said. 

Parsons said terrorists are interested in obtaining suitcase-size nuclear bombs, but experts differ on whether terrorists have the knowledge and training to set one off. 

In regard to developing communication systems that would allow first responders to talk to one another, officials across the nation have expressed frustration. 

``We're very slow off the gate here,'' said Glen Corbett, an associate professor of fire sciences at John Jay College of the State University of New York and a New Jersey fire captain. ``They're relying on the state and local guys to handle it, and the Department of Homeland Security needs to play a much more active role.'' 

The Bush administration and state officials have encouraged local agencies to forge common radio systems. But federal and state officials have not offered a strategy for compatible radios, even though California has a storied history of disaster and communication problems. 

Firefighters have burned, police officers have been killed by friendly fire, and civilians have died because public-safety agencies could not talk to one another. 

Federal and state officials also haven't decided what those systems should do or look like, leaving local agencies uncertain about venturing tens of millions of dollars on new radios, repeaters and towers. 

``We're trying to get a handle on that and figure out what our goals are,'' said Gary Winuk, California's chief deputy director for homeland security since 2001. 

Michele R. Marcucci, Sean Holstege and Ian Hoffman are reporters for The Oakland Tribune while Troy Anderson is a reporter for the Daily News. 

Troy Anderson, (213) 974-8985
troy.anderson(at)dailynews.com 
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