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Iran Crisis: Western sanctions lead to murky legal waters

By Shaheen Pasha

For years, the Gulf Arab states have lived with constant sabre-rattling and bellicose pronouncements between Iran and the West. Sanctions were laid out by the United Nations, as well as the United States and European Union. But they did not have a strong enough bite to truly halt the flow of trade within the region. For many in the Gulf, Iran’s nuclear ambitions were largely a background threat that had little impact on day-to-day business.

But times have changed. Mounting Western sanctions on Iran are increasingly becoming a cause for worry among the business community in the Gulf.  Traders and financial institutions are suddenly being forced to shun their former Iranian partners or face isolation from the global financial system. It is a new shadow that is spreading across the region, as the Middle East slowly recovers from the aftermath of the global financial crisis.  For the legal community, it is a new area of opportunity as everyone from modest traders to corporate powerhouses turn to legal advisors for help in navigating the increasingly murky political landscape.

Patrick Murphy, senior associate at Clyde & Co in Dubai, said the challenge for the legal community is to be able to understand the impact and enforceability of different sanctions put into place by the United States, Europe and the United Nations. Another challenge is dealing with the complexities of the drafted bills. 

“They are not drafted from the point of view of the ordinary businessman. Quite often, they have been introduced at short notice without consultation and contain internal political compromises that make them more complicated,” he said. “This complexity, coupled with the potential consequences of breaching sanctions which can include heavy fines and prison sentences, contributes to a climate of fear surrounding Iran.”

Murphy said the firm has seen a spike in all manners of enquiries related to the sanctions in recent months. Businesses are turning to lawyers to advise on matters such as restructuring businesses to make them more compliant, questions over letters of credit and concerns over their trading practices. “Businesses are increasingly taking the view that it is easier and safer to simply cease trading with Iranian counterparts altogether, rather than trying to decipher the relevant legislation or risk fines or prison sentences,” he said.

Increasing isolation

That isolation appears to be just what the West is hoping for, experts say. The U.S. has spearheaded international efforts – largely through sanctions – to isolate Iran over a nuclear programme that Tehran says is for electricity generation and medical purposes only. In December last year, U.S. President Barack Obama signed a defence funding bill that made it nearly impossible for most refiners to buy crude oil from Iran, the world's fourth-largest producer.  The law imposes sanctions on financial institutions that have “significant” dealings with Iran's central bank, which is the main conduit for oil revenues. The idea is to freeze sanctioned institutions out of the U.S. financial markets. 
The noose was further tightened in February, when the U.S. Treasury warned foreign banks that they could now be blocked from the country's financial system if they continued to deal with Iran's central bank for any of their non-oil transactions. Major Iranian banks such as Bank Melli and Bank Saderat also fall under sanctions, cutting the ability for traders to obtain letters of credit for shipments to Iran.

“It has made all banks think twice about even so much as cashing a cheque that is from an Iranian bank,” said a lawyer for a major financial institution in Dubai. “In the last few months, the U.S. has expanded its legal reach so far that it can sanction and punish non-U.S. entities. Many foreign banks have a U.S. presence and those that don’t, still have dollar clearing accounts. As a bank, if we can’t operate a dollar clearing account because we were sanctioned for an innocuous transaction with an Iranian bank, the potential consequences are severe.”

Banks under pressure

Some foreign banks are already feeling the heat. HSBC Holdings said in a U.S. regulatory filing in February that it will likely face criminal or civil charges from an expanding investigation into its ties to allegedly illegal money transactions, including some tied to Iran.  In a statement to Reuters at the time, an HSBC spokesman had said that “the change in the disclosure reflects the fact that the investigations have developed over the course of the year, and we can now say that some form of formal enforcement action is likely and that it may be criminal or civil in nature.”

The bank suggested in the regulatory filing that the U.S. inquiries could result in a deferred prosecution. That type of agreement with prosecutors requires a bank to acknowledge criminal wrongdoing, and leaves the door open for further prosecution if more violations occur.
U.S. pressure has also hit in the United Arab Emirates, a traditional U.S. ally. Dubai-based Noor Islamic Bank was forced to stop channeling billions of dollars from Iranian oil sales through its accounts, cutting off a major link to the international banking system for Iran. The bank, which is partly state-owned, is chaired by the son of Dubai’s ruler, Sheikh Mohammed bin Rashid Al Maktoum.
A spokesman for the bank said in a statement that Noor Islamic had cut off ties in December 2011, as unilateral U.S. sanctions were being applied to Iranian banks. A source at the bank said Noor Islamic had been facing mounting pressure internally to cut its relationship with Iranian institutions in 2011. However, it had been slow to take action because of the sheer volume of business it made from Iran’s foreign oil sales. The Wall Street Journal reported in February that the bank had facilitated as much as 60 percent of Iran's foreign oil sales - estimated at $80 billion - by late last year.
“Noor Islamic made a lot of money off Iran, there’s no denying that. But eventually the pressure was on and after seeking legal advice, it became clearer that continuing its relationship in this environment would have been problematic,” said the source. “The bank never violated any U.N. resolutions. So there wasn’t an issue of it doing something wrong or illegal. But with a political situation like this, it’s better to steer clear.”

A costly strategy

Steering clear of Iranian business and institutions may be prudent, but it is a costly strategy. On an economic level, re-export trade between Iran and the UAE totalled $8.7 billion in the first nine months of 2011, according to the latest data by the UAE customs authority. Around 8,000 Iranian traders and trading firms are registered in Dubai alone, according to the local Iranian Business Council. Ethnic Iranians are estimated to count for around 10 percent of Dubai’s population. 

Shunning such a large population of the market is bound to have financial repercussions, experts said. But there is a greater risk in incurring the wrath of the U.S. or European regimes. 

“Simply having their names placed on certain lists maintained by various U.S. government agencies can hurt their business with entities that have no relation to the United States whatsoever,” said Farhad Alavi, partner at Washington D.C.-based BHFA Law Group. “Third country companies simply do not want to be doing business with entities that have potential legal issues in the United States. Now that the EU is also imposing arguably tight regulations, you will see this issue becoming one of increasing importance in the GCC.”

EU sanctions are adding to the headache, legal experts say. In addition to sanctions on individuals and entities related to Iran’s nuclear programme, the EU agreed to freeze the assets of Iran's central bank and ban trade in gold and other precious metals with the bank and state bodies. The European Council, which represents the 27 members of the European Union, instructed the Society for Worldwide Interbank Financial Telecommunications (SWIFT) to disconnect Iranian banks under EU sanction, effectively cutting them off from the global financial system.
EU sanctions also placed an immediate ban on all new contracts to import, purchase or transport Iranian crude oil and petroleum products and gave those countries with existing contracts to buy such products until July 1 to honour them.

UN sanctions enforced

But what is interesting, legal experts say, is that most Gulf countries are already abiding by the four sets of sanctions placed on Iran by the U.N. Those sanctions, which encompass assets related to Iran’s nuclear programme, also bars sales in items with both civilian and military uses to Iran and calls for measures against Iranian banks abroad if a connection to the nuclear or missile programmes was suspected.  

“The UAE central bank has ordered all financial institutions to freeze any accounts, deposits and stop any remittances in the name of persons or entities blacklisted by the UN sanctions,” said Erik Muthow, partner at Hadef & Partners in Dubai. “Having said that, financial institutions are not obligated to freeze or prevent receipt of funds unless those funds are related to a blacklisted individual or entity.”

There may not be any official obligation, but lawyers for banks in the UAE said their clients are increasingly getting the message that it is in their best interests to go along with the U.S. and EU sanctions, even if they are already abiding by the U.N. sanctions.

“If you go by the letter of the law under the U.N. sanctions, there are no regulations prohibiting the bank or the businessmen that we service from dealing with Iranian institutions,” said the lawyer for the Dubai-based financial institution. “But the central bank here is not standing up and providing definitive advice on the other sanctions. If we call to ask if we should continue to do business (with Iranian entities), we are told it is probably better not to. If we ask for that in writing as an order from the central bank, they won’t do that.”

A representative from the UAE central bank did not respond to requests for comments on the matter.

Seeking alternatives

With straightforward financial channels being shut down, businesses looking to continue trade with Iran have had to find more creative solutions. Exchange houses, which involve the transfer of funds through means that operate outside the banking system, wereincreasingly popular as a way for traders to continue to operate. But major currency houses in Dubai, such as the Al Ansari Exchange and Al Fardan Exchange, have had to stop handling Iranian rials in recent weeks as the value of the currency dropped, making it too risky to deal with, Reuters reported last month.

Another option that is seeing some interest is the hawala system. There are thought to be hundreds of millions of dollars transferred in and out of Dubai each year through the network. Given the large expatriate population in the emirates with workers from South Asia and Iran, hawala has gained popularity as a way to send money home. For traders, there is a benefit in that it is barely documented, and is outside the official global banking system.

Under the hawala network, an expat worker in Dubai pays an intermediary called a hawaladar in dollars or dirhams. The hawaladar connects with a contact in the receiving country, who then pays the party the funds that are being sent to in the local currency. Debts are settled later on a one-to-one basis with hawaladars carrying cash to the home country. Iran, for example, can be reached through the ferry between the emirate of Sharjah and Iran.  
But hawala comes with its own legal risks. The trust-based system has been identified by the U.S. State Department and law enforcement agencies as a potential way for criminals to launder money. While hawaladars are technically required to register with the central bank in the UAE, there are many that continue to operate under the radar. Businesses will have to become more vigilant in their dealings, especially if they maintain accounts with international financial institutions that may seek to ramp up scrutiny.

“There may be a trickle-down effect from increasing scrutiny by foreign regulators on how banks and companies with connections to the U.S. and/or EU conduct operations here,” said Alan Rodgers, partner at Hadef & Partners. “In the case of international banks, they are likely to put in place increasingly more stringent ‘know-your-customer’ policies and monitoring procedures.”

All this scrutiny will inevitably lead to more work for the legal community. Hadef & Partners, for instance, said the firm has seen an increase in work related to regulatory compliance, especially with respect to anti-money laundering, sanctions, data protection and bank secrecy. 

But BHFA Partners’ Alavi said law firms operating in the region should be cautious in their advice, given that trade laws are highly nuanced. “Law firms may find themselves advising local companies on the extent of the reach of U.S. and EU sanctions laws on Iran, not to mention any local regulations. These laws… really require extensive experience,” he said, adding that in some cases, it may be better to outsource such advisory work to U.S.-based legal experts. 
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